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KEY TAKEAWAYS:
• Project Maven, a computer vision learning program 

to improve intelligence processing, exploitation and 
dissemination in support of today’s warfighters, 
and others like it are catalyzing a shift to thinking 
about artificial intelligence (AI) among DoD’s senior 
leaders. But making AI and data more than a “flash 
in the pan” will also require persuading middle 
managers within the Department of its value and 
attracting and retaining top technology talent, who 
are often more wary of working for DoD than they 
are for private companies such as Google, Apple, or 
Facebook. 

• The Defense Department’s focus on creating meaning 
from data is forcing it to change how it operates in 
order to encourage sharing within the Department. 
That “new world order” will mean overcoming 
technological hurdles to standardize data so that it 
can be shared among disparate government systems, 
breaking down silos within the Department that have 
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historically compartmentalized information and 
cultivating a new culture around data engagement 
with someone to lead it. 

• Increased focus on data is also forcing DoD to 
redefine its role among military and civil institutions. 
Blurred lines of responsibility are frustrating a 
Congress that sees a potential opportunity for the 
Department in activities such as securing domestic 
elections. Ongoing discussion among DoD and 
other governmental institutions has senior leaders 
struggling to balance DoD’s place in domestic 
protection and security, and that has left DoD’s 
responsibility at home an open question.

• Creating meaning from data can be a powerful tool 
for DoD but is also a major security concern for 
the information it could give adversaries. Though 
the Department has been “woefully behind” in 
protecting data from outside threats, a system is now 
in place to assess the level of threat posed and the 
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Foreign Policy recently hosted a discussion on the future of data strategy in defense, in partnership with Booz Allen 
Hamilton. Participants included high-ranking government officials from the Army and Air Force, data-focused 
teams within the Defense Department, as well as other data experts, all coming to grips with a new, fast-paced 
environment in which the power of data is also its greatest risk. 



level of response needed in cyberattacks. Data is now 
secured in government enclaves, which it had not 
been previously, and DoD has focused on offensive 
operations against cyberattacks in addition to 
playing defense. Though losing data from an outside 
attack is one worry, an infiltration that results in 
modified data without leaving a trace could be even 
more insidious. 

• Options for improving the Department’s ability to 
use data include a task force reporting directly to 
the Secretary of Defense, a joint program office of 30 
to 60 people, or research and engineering program 
in the Office of the Undersecretary of Defense for 
Acquisition, Technology, and Logistics. Whatever the 
new data-focused organization will look like, it will 
require senior-level leadership, a large budget, and 
will need to be allowed to make mistakes as it grows.

PROJECT MAVEN, SECURITY,  
AND DATA STANDARDIZATION
Discussion began with an update on Project Maven, 
DoD’s computer vision learning program, which is 
intended to identify objects in full-motion video. A 
senior Defense official emphasized that the program 
was not an artificial intelligence (AI) solution in search 
of a problem but rather a complex technological 
response to a need to provide greater warfighter support 
in a tight timeframe. That official explained that using 
advanced analytics to obtain actionable intelligence 
from full-motion video was an ambitious place to start. 
But, the project, launched in December, contracted with 
commercial vendors quickly and is already on version 
11 of their algorithms. As a result of its early success, 
defense leaders are thinking differently about AI. The 
official noted that four-star generals now talk about AI 
in a way they hadn’t previously.

Having the data that a program such as Project Maven 
could provide is one thing, but some participants 
felt sharing it among different departments could 
potentially increase security concerns. One expert 

asked how officials determine what data to “stove-
pipe” and what data to “release into the wild,” arguing 
that sharing can be both the promise and the threat. A 
senior Defense official explained that each time data 
is shared it requires assessing the risks involved in 
opening it to more eyes. He emphasized that sharing 
will be necessary in a data-driven “new world order,” 
but argued the need for a “traffic cop” in moving data 
from one institution to another, since handing over 
data exposes it not only to the institution to which it is 
given but also gives that new institution the power to 
disseminate it further. Another senior official agreed 
that data sharing is a complex calculus, highlighting 
a “natural tension” between a free flow of information 
and the power and danger of that information. The 
stakes are also high, because giving access to the data 
makes it susceptible to manipulation from actors who 
may not be altruistic. 

Discussion moved beyond security considerations in 
sharing data to practical technological roadblocks and 
how to standardize. Participants agreed that disparate 
data formats can make it difficult for different 
departments to cooperate or transmit data among 
each other. “Figuring out the data standards is one of 
the most frustrating questions,” one official said. The 
goal is to find the minimum level of standardization 
required, a common operating system and a common 
transport method, but how to execute on that goal 
to remove technological barriers to sharing is still 
an open question. An expert in cybersecurity policy 
asked if aging infrastructure was another challenge to 
data sharing, citing the Department’s historically slow 
technological adoption and challenges related to cloud 
migration. 

TALENT MANAGEMENT AND CULTURAL CHANGE
When discussion turned to attracting talent, one 
official noted a “deep reluctance” among technologists 
to work with DoD. Another participant agreed and 
noted that despite privacy concerns surrounding data 
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in the hands of private companies, prospective staff 
members do not show the same reservations about 
working for Facebook, Google, or Apple. Public fears 
about how much data they have voluntarily given over 
to private corporations are affecting adoption within 
DoD — one participant argued that getting people to 
understand the technology is essential, noting that if 
you are not paying for the service, you are the product.

Retaining talent can also be difficult, one official 
emphasized; though projects such as Maven are 
moving quickly by Department standards, fears still 
exist that analyst-level workers may leave, frustrated 
with a comparatively slower, governmental pace. Even 
when senior DoD officials recognize the importance 
of AI in building the Department’s future, “it’s 
what happens in the middle that is the problem.” A 
repeated theme throughout the discussion was how 
to combat the insular culture within pockets of the 
Department. Two officials emphasized that structural 
changes should bring the data to those who need it. A 
cybersecurity expert explained that new culture can 
be defined by who is selected to work within it and 
noted the differences between Microsoft Windows, 
built by a company of engineers, and Apple iOS, built 
by a design-focused organization. One DoD official 
emphasized that someone needs to be in charge of 
the data and recalled saying, “Let’s stop talking about 
having a chief data officer and get one. Let’s break 
down the cultural barriers and make sure the data 
comes forward.” But another senior Defense official 
maintained that making cultural changes would be 
more about evolution than revolution. 

MILITARY AND CIVILIAN ROLES
Participants highlighted that data is not only forcing 
DoD to change its internal structure but also may 
force it to reevaluate external walls and more fully 
interoperate with civilian institutions. “When it comes 
to big data, military and civil barriers don’t exist,” 
one official said. Another official volunteered there 

was an “awkward discussion” in Congress about DoD 
protecting local election systems from cyberattacks. 
That official characterized DoD’s attitude as “we’re 
flattered, but that’s not us.” DoD is still finding its 
role related to domestic protection and security, 
and those unclear responsibilities can frustrate 
Congress. Blurred lines of responsibility exist in other 
areas as well. The official said the national security 
community is focused on the threshold for response 
in cybersecurity and on Russia and China; if someone 
suggests a greater domestic role, the Department of 
Homeland Security will be likely be identified as the 
lead agency.

SYSTEM VULNERABILITIES
Near the end of the discussion participants discussed 
system vulnerabilities. One participant suggested 
finding a vulnerability was inevitable and expressed 
frustration that “nothing” is actually being done to 
protect data, saying people fail to take protective steps 
even having heard exactly how someone will infiltrate 
their network. A Defense official conceded DoD was 
“woefully behind” but assured participants it was not 
only playing defense but also was operating offensive 
operations. Another Defense official highlighted 
DoD’s tiered system for assessing threats to data and 
determining a response. The calculus for protection 
is more complex than merely stopping an attack; 
instead, the question is, “How survivable does it 
need to be against what level of threat actor?” and 
levels of response include preventing, mitigating, 
and recovering from the attack. One official at the 
discussion volunteered that although the current 
environment is target-rich, the danger is tempered by a 
cyber theory of mutually assured destruction, though 
the official suggested a nefarious actor infiltrating and 
modifying data without being known could be more 
insidious than someone destroying the data.
Participants agreed that the stakes in securing data at 
DoD are far different from those at private companies, 
and the decision-making process is different when 

PAGE 3



PAGE 4

protecting human life rather than share price, as one 
official explained. Another official noted that the 
different value propositions also mean that DoD lacks 
the profit and loss indicators for success that a private 
company has. “The question is: ‘Are we catching up, 
and how do we know?’” that official explained. DoD 
needs a greater ability to hold itself accountable and 
to measure success, and after that they can focus on 
agility and speed. An expert at the gathering noted 
that communicating data’s value is another challenge 
for DoD; though private companies can show a 
privacy cost by removing data-dependent features, 
there is “inherent opacity” in linking Defense data 
to security outcomes, and the government needs to 
better articulate the tradeoff between privacy and 
security. But one senior Defense official asserted that 
the ultimate value was “freedom” and that no one ever 
likes its cost.

LOOKING AHEAD
As the discussion looked to the future of data 
strategy in defense, one senior official saw three 
major options for going forward, including a task 
force reporting directly to the Secretary of Defense, 
a joint program office, or research and engineering 
in the Office of the Undersecretary of Defense for 
Acquisition, Technology, and Logistics. Whatever is 
done to embrace data will need senior-level leadership, 
a large budget, and will need to allow mistakes to 
happen along the way. 
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